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Why This Topic?

• Ensure that organizations within higher 
education understand the risks associated with 
their ongoing operations

• Take the necessary steps to acknowledge those 
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risks

• Once you understand and acknowledge, you 
have the ability (and responsibility) to develop 
actions to assist in the mitigation of those risks

Today’s Objectives

• What is Enterprise Risk Management (ERM) ?

• Why You Should Care About ERM?
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• What Are You Currently Doing With ERM?

• Best Practices–Transitioning from an Informal 
ERM Program to a Formal ERM Program
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QUESTION?QUESTION?
Conflict of Interest

Formal Documented Procedures

Internal Auditor
Corrective Actions

Code of Ethics
On-Going Communications 

Internal Controls Framework
Governing Body Oversight

Control Environment
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QUESTION?QUESTION?
Conflict of Interest

Risk Assessment

Audit CommitteeCode of Conduct

Compliance Monitoring

Antifraud Program
On-Going Training 

Well Defined Policies

Independent Audit

Enterprise Risk Management

Segregation of Duties

To Pass or Not to Pass

• Video – Basketball

• Risks = “APE” – Easy to overlook, but too 
important not to see
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• Myth:  ERM – It is the responsibility of Internal 
Audit 

• A multitude of people have responsibility for 
ERM

What is Enterprise Risk 
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Management?
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Enterprise Risk Management

Committee of Sponsoring Organizations of the 
Treadway Commission(COSO) Definition –

Enterprise Risk Management is a process, effected 
b tit ’ b d f di t t d
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by an entity’s board of directors, management, and 
other personnel, applied in strategy setting and 

across the enterprise, designed to identify potential 
events that may affect the entity, and manage risk 

to be within the risk appetite, to provide 
reasonable assurance regarding the achievement of 

entity objectives.

Source: COSO’s Enterprise Risk Management – Integrated Framework (2004)

COSO – Components of Enterprise Risk 
Management
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Why You Should Care
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About ERM?
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Why You Should Care About ERM?
Higher Education is Not Immune 

Headlines – The Chronicle of Higher Education:

– Bad Tackles, Stray Balls, and Hot Weather: Managing Risk in College Athletics

– Risk Managers Extend Their Turf to Every Corner of the Campus

– Rise in Tornadoes, Floods Poses Risk to Colleges
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– 5 Key Ways Your Electronic Data May Be at Risk

– For‐Profit Colleges Face Risk Under New Rule

– Columbia U. Hit With $4.4‐Million Bank Fraud

– Iona College Fires 2 Employees After Discovering $800,000 Fraud

– NCAA Punishes East Carolina U. for Academic Fraud

– Risk Management: College Legal Staffs Continue to Grow

Why You Should Care About ERM?

• Drivers:

– High Performing Organizations want to achieve their 
organizational objectives ‐ It is the Right Thing to Do!

– Federal and State Laws
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– Rating Agencies Inquiries 

– Audit Profession

– Spillover Effect:
• Corporate Governance Rules – NYSE

• SEC Expanded Proxy Disclosures

– Others

What Are You Currently 
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Doing With ERM?



5

COSO – Components of Enterprise Risk 
Management
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• Strategy
• Business Model / 

Sustainability
• Outsourcing / 

Partnering
• Investor 

Confidence

• IT Governance
• Reputation/Brand
• Institutional 

Knowledge
• Environmental 

Responsibility 
(Green)

• Competitor
• Citizen / Customer Wants 
• Economy
• Laws & Regulations

• Catastrophic Loss 
• Terrorism / Violent Acts
• Technological Innovation

EXTERNAL

STRATEGIC

EXECUTION

Ongoing Event

Webb Watch Corporation
Business Risk Navigation Model
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• Citizen / Customer 
Satisfaction

• Internal Controls
• Business Continuity
• Customer / Government 

Interface
• Legal & Regulatory 

Compliance

• Concentration
• Fraud / Criminal Event
• Asset Management
• Economic Development
• Construction 

Management
• Public Relations
• Risk Mitigation

• Efficiency & 
Effectiveness

• Contract Management
• Facility & Equipment 

Security
• Capacity Management
• Intergovernmental 

Maximization

FINANCIAL
• Accounting & 

Operational Information
• Liquidity
• External Reporting
• Credit Availability
• Commoditized Services
• Taxation

PEOPLE
• Human Resources
• Performance
• Training & Competency 

Development
• Health & Safety
• Benefit Management

LEADERSHIP
• Organizational & Operating 

Culture
• Ethics / Integrity
• Governing Body Effectiveness
• Organization Design
• Transparency
• Communication
• Budget & Resource Allocation
• Succession Planning
• Governing Body Expectations

OPERATIONS

• Infrastructure
• Data Integrity
• Data Security

• Availability
• Disaster 

Recovery

EXECUTION

TECHNOLOGY

Webb Watch Corporation
Business Risk Navigation Model

• Competitor
• Citizen / Customer Wants 
• Economy
• Laws & Regulations

• Catastrophic Loss 
• Terrorism / Violent Acts
• Technological Innovation

EXTERNAL

Strategic

Ongoing Event
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EXTERNAL

STRATEGIC

EXECUTION

• Strategy
• Business 

Model / 
Sustainability

• Outsourcing / 
Partnering

• Investor 
Confidence

• IT 
Governance

• Reputation / 
Brand

• Institutional 
Knowledge

• Environmental 
Responsibility 
(Green)
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Webb Watch Corporation
Business Risk Navigation Model

FINANCIAL
•Accounting & 
Operational 
Information

•Liquidity
•External Reporting
C dit A il bilit

PEOPLE
• Human 

Resources
• Performance
• Training & 

Competency 

LEADERSHIP
• Organizational & 

Operating Culture
• Ethics / Integrity
• Governing Body 

Effectiveness

EXECUTION
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EXTERNAL

STRATEGIC

EXECUTIONEXECUTION

•Credit Availability
•Commoditized 
Services

•Taxation

Development
• Health & 

Safety
• Benefit 

Management

• Organization Design
• Transparency
• Communication
• Budget & Resource 

Allocation
• Succession Planning
• Governing Body 

Expectations

• Infrastructure
• Data Integrity
• Data Security
• Availability
• Disaster 

Recovery

TECHNOLOGY

EXECUTION

• Citizen / Customer 
Satisfaction

• Concentration
• Fraud / Criminal

• Efficiency & 
Effectiveness

OPERATIONS

Webb Watch Corporation
Business Risk Navigation Model
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EXTERNAL

STRATEGIC

EXECUTIONEXECUTION

Satisfaction
• Internal Controls
• Business 

Continuity
• Customer / 

Government 
Interface

• Legal & Regulatory 
Compliance

• Fraud / Criminal 
Event

• Asset 
Management

• Economic 
Development

• Construction 
Management

• Public Relations
• Risk Mitigation

Effectiveness
• Contract 

Management
• Facility & 

Equipment 
Security

• Capacity 
Management

• Intergovernmental 
Maximization

Essential Elements in 
Understanding Risks

• Definition of the risk (common language)

• Range of potential impact

• Where are impacts occurring

• Who owns the risk (manage and monitor)
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• Who owns the risk (manage and monitor)

• Mitigation of risk
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Methodology Overview: 
Risk Assessment to Risk Response
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Best Practices ‐ Transitioning from an 
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Informal ERM Program to a 

Formal ERM Program

ERM – Keys to Success

• Support from the Top is a Necessity

• Build ERM Using Incremental Steps

• Focus Initially on a Small Number of Top Risks

• Leverage Existing Resources
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• Build on Existing Risk Management Activities

• Embed ERM into the Business Fabric of the 
Organization

• Provide Ongoing ERM Updates and Continuing 
Education for Directors and Senior Management

Source: Committee of Sponsoring Organizations (COSO)  - Embracing Enterprise Risk Management –

Practical Approaches for Getting Started – Used with Permission
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ERM – Initial Action Steps & Objectives

• Seek Board and Senior Management Leadership, 
Involvement and Oversight

• Select a Strong Leader to Drive the ERM 
Initiative

E t bli h M t Ri k C itt
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• Establish a Management Risk Committee or 
Working Group

• Conduct the Initial Enterprise‐wide Risk 
Assessment & Develop an Action Plan

Source: Committee of Sponsoring Organizations (COSO)  - Embracing Enterprise Risk Management –

Practical Approaches for Getting Started – Used with Permission

ERM – Initial Action Steps & Objectives 
(con’t)

• Inventory the Existing Risk Management 
Practices

• Develop Your Initial Risk Reporting

• Develop the Next Phase of Action Plans & 
O i C i ti
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Ongoing Communications

Source: Committee of Sponsoring Organizations (COSO)  - Embracing Enterprise Risk Management –

Practical Approaches for Getting Started – Used with Permission

Webb Watch Corporation

Calvin E. Webb II

President and CEO
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calvin@webbwatch.com

817.233.5999


